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This Agreement is made between:
[Insert company name] ([Insert short name or trading name]), registered in England and Wales, company number [insert company number]
 [Insert company name] registered charity no. [Insert charity number if applicable or delete]  in England and Wales, [insert charity number if applicable – or delete]  in Scotland.
Our registered office is [insert address]
[Insert company name] is the controller (1). 

And
[Insert company name, address, and company number]  
 [Insert company name] is a data processor (2) for [insert company name].

The types of personal data (3) that [Insert company name] processes on behalf of the BHS are:

[Enter the types of personal data being processed]
Types of special personal data (4) that [Insert company name] processes on behalf of [insert company name] are:

[Enter the types of Special Category personal data being processed]

The reason [Insert company name] processes this data is for:

 [Enter the reason for processing here]

Personal data processed by [Insert name] on behalf of [insert company name] should only ever be used for [insert company name] purposes as specified and authorised in writing by [insert company name].

[Insert company name] warrants that:
1. It will process the personal data in compliance with data protection legislation (5). 
2. It will maintain a record of its processing activities (6) if it is processing special personal data on behalf of [insert company name].
3. It shall not in any manner directly or indirectly divulge, publish, copy, photograph, display, present or otherwise disclose to any other person or organisation any information relating to [insert company name], its members, affairs or business without prior agreement in writing of [insert company name].

4. It will destroy or return all data files holding [insert company name] personal data to [insert company name] once processing is complete.
5. It will take appropriate technical and organisational measures against the unauthorised or unlawful processing of personal data and against the accidental loss or destruction of, or damage to, personal data. This may include pseudonymisation, encryption and regular testing of the effectiveness of any security measures where appropriate.
6. It shall not transfer the personal data outside the European Economic Area without the prior written consent of [insert company name].
7. It shall immediately notify [insert company name] and provide [insert company name] with full co-operation if it receives any complaint, notice or communication which relates directly or indirectly to the processing of the personal data or to either party’s compliance with the data protection legislation.
8. It shall notify [insert company name] immediately in the event of any potential or actual personal data breach (7).
9. In the event of a data breach, it shall cooperate with [insert company name] to investigate and remediate the breach, cooperate with any supervisory authorities and law enforcement, and assist with any notifications as required.
10. It will restore [insert company name] personal data that it loses, destroys, damages, corrupts or makes unusable, at its own expense.
11. It shall ensure that access to the personal data is limited to those employees who need access to the personal data to meet its obligations under this Agreement, and in the case of any access by any employee, such part or parts of the personal data as is strictly necessary for performance of that employee’s duties.

12. It shall take reasonable steps to ensure the reliability of its employees who have access to the personal data.
13. It shall notify [insert company name] within 1 working day when it receives a request from a data subject for access to that person’s personal data.
14. It shall provide [insert company name] with full co-operation and assistance in relation to any request made by a data subject to have access to that person’s personal data.
15. It shall not disclose the personal data to any data subject or to a third party other than at the request of [insert company name] or as provided for in this Agreement.
16. It may only authorise a third party (sub-contractor) to process the personal data subject to [insert company name]’s prior written consent where it has supplied [insert company name] with full details of such sub-contractor, and provided that the sub-contractor’s contract is on terms which are substantially the same as those set out in this Agreement.
17. It shall permit [insert company name] or its duly authorised representatives to inspect and audit data processing activities under this Agreement.
18. It shall comply with all [insert company name]’s reasonable requests to enable the verification that it is in full compliance with its obligations under this Agreement.
At the request of [insert company name] ,[Insert company name] will immediately:
19. Stop processing all or any personal data processed on behalf of [insert company name].
20. Correct any personal data processed on behalf of [insert company name].
21. Confirm any disclosures made in relation to personal data processed on behalf of [insert company name] and provide copies.
22. Assist [insert company name] in responding to any enquiry by the Information Commissioner’s Office.
In the event any termination of this agreement, [Insert company name] shall:
23. Immediately cease processing the personal data processed on behalf of [insert company name].
24. At no cost to [insert company name], promptly destroy or return all copies of the personal data and certify to [insert company name] that it has done so, unless [Insert company name] is prevented by law or any regulatory authority from destroying or returning all or part of such data, in which case [Insert company name] shall keep such data confidential and shall not process it further. 
[Insert company name] indemnify [insert company name] against breaches of data protection legislation which [insert company name] commits as a result of a breach by [Insert company name] or one of its sub-contractors.

In signing this statement you are confirming that [Insert company name] has taken all necessary steps to fully comply with the data protection legislation and understand and accept this agreement.
________________________



_________________________

Name: 






Name:

Position: 





Title:

Date:






Date:

Signed on behalf of [insert company name]

Signed on behalf of [Insert company name]
ICO Registration Number: [insert registration No]
ICO Registration Number:  

APPENDIX

Definitions

(1) A controller is the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law.
(2) A data processor is a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller.
(3) Personal data is any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
(4) Special personal data is data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation. 
(5) Data protection legislation means any applicable data protection and privacy legislation in force anywhere in the world in which services are delivered, which protects the fundamental rights and freedoms of individuals and, in particular, their right to privacy with respect to the processing of personal data. Such legislation includes, but shall not be limited to, the DPA, the Telecommunications (Data Protection and Privacy) Regulations 1999 (as amended), the GDPR and the Privacy and Electronic Communications Regulations 2003.

(6) This must include details of the controllers and any other processors and of any relevant Data Protection Officers (DPOs), the categories of processing carried out, details of any transfers to third countries and a general description of technical and organisational security measures. These records must be provided to the supervisory authority on request.
(7) Personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.
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